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AUDIT OF THE FRAUD RISK MANAGEMENT PROCESS AT UNFPA

EXECUTIVE SUMMARY

Background

1. The Office of Audit and Investigation Services (OAIS), through BDO LLP (the audit firm), conducted
an audit of the Fraud Risk Management Process at UNFPA. The audit was conducted in conformance with
the International Standards for the Professional Practice of Internal Auditing of the Institute of Internal
Auditors (The IIA).! The audit fieldwork took place from 18 January to 29 November 2024.

2. The engagement, which was conducted under the general supervision of OAIS, aimed to assess
the effectiveness of the UNFPA fraud risk management process, with an emphasis on financial fraud
exposure.

3. Fraud is defined as any act or omission where an individual or entity knowingly misrepresents or
conceals a fact (a) in order to obtain an undue benefit or advantage or avoid an obligation for himself,
herself, itself or a third-party, and/or (b) in such a way as to cause an individual or entity to act, or fail to
act, to his, her, or its detriment.? UNFPA maintains a zero-tolerance principle for wrongdoing, including
fraudulent and other proscribed practices - meaning that staff members, non-staff personnel, suppliers,
Implementing Partners, and other third parties are strictly forbidden from any infractions involving these
practices.

4, To integrate fraud prevention into its Enterprise Risk Management system, UNFPA uses a Fraud
Management Framework aligned with the Joint Inspection Unit framework, which comprises eight pillars
that address prevention, detection and response to fraud in the United Nations system. A 2016 review? by
the Joint Inspection Unit was initiated to assess the fraud risk management programmes of United Nations
system organizations and the implementation of anti-fraud policies and procedures in allowing effective
prevention, detection and response to fraud. The Joint Inspection Unit developed the framework to provide
a structured approach to realizing the objectives of the review.

5. The UNFPA Anti-Fraud Strategy integrates various policies, procedures, and mechanisms to
enhance fraud risk management and cultivate a culture of integrity and accountability. This approach
includes continuous risk assessments and controls to detect, prevent, and mitigate fraud.

6. The fraud risk management process at UNFPA involves various business units. The Quality
Management Unit within the Division for Management Services heads the strategic and operational areas
of Implementing Partner assurance and risk management, which have a key role in detecting fraud. The
Quality Management Unit is the Secretariat of the Implementing Partner Review Committee, a key
mechanism for fraud response in relation to Implementing Partners. The Committee, which is chaired by
the Director of the Division for Management Services, decides on the remedial actions to be taken on
investigation reports and imposes sanctions. Further, the Quality Management Unit governs the corporate
Anti-Fraud Policy and the Anti-Fraud Strategy and has recently launched a revision of the policy in 2025. It
is also responsible for fraud prevention and awareness in the Organization, having created anti-fraud e-
courses and training materials, and conducted awareness campaigns. Additionally, the Quality Management
Unit governs UNFPA’s Internal Control Framework and, at the time of drafting this report, was leading the
development of the Organization’s first Anti-Money Laundering/Countering the Financing of Terrorism

policy.

7. Equally significant in the fraud risk management process is the Enterprise Risk Management
Secretariat, overseen by the Organization’s Chief Risk Officer and coordinated by the Enterprise Risk

1 OAIS hereby notes that the new Global Internal Audit Standards were in effect at the time of issuing this report. However, the audit
was conducted in conformance with the previous internal audit standards.

2 Based on the thirty-third session’s report by the High-level Committee on Management (HLCM), whereby a common definition of
fraud for the United Nations system was adopted.

3 Fraud prevention, detection and response in the United Nations system organizations (JIU/REP/2016/4).
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Management Coordinator, that designs and manages the risk management process. Business unit heads*
are responsible for conducting risk assessments for their respective programmes and projects and adhering
to Enterprise Risk Management policies and guidelines.

8. Other key departments responsible for second-line anti-fraud controls are the Division for Human
Resources in the area of staff fraud and the Supply Chain Management Unit in the area of procurement
fraud. In addition, the Ethics Office focuses on promoting ethical conduct, increasing fraud awareness, and
managing whistleblower protection, while the Office of Audit and Investigation Services (OAIS) is
responsible for investigating fraud-related allegations and conducting internal audits to assess fraud risks
and the effectiveness of internal controls.

Audit objectives

9. The overall objective of the audit was to assess the effectiveness of the UNFPA fraud risk
management process, with an emphasis on financial fraud exposure. In particular, the audit focused on a
high-level review of the following areas:

a) Governance - roles, responsibilities, capacity, resources, policies, and procedures in providing
appropriate oversight and setting expectations for fraud risk management;

b) Fraud risk assessment — the existing mechanisms to identify and assess fraud exposure;

¢) Risk management and monitoring - adequacy and effectiveness of preventive and detective
processes, and procedures for managing identified fraud risks; and

d) Responsive and corrective actions - responsiveness and promptness of appropriate corrective
actions taken to address fraud incidences.

10. Additionally, the audit aimed to identify strengths and areas for improvement to further enhance
the Organization’s anti-fraud measures.

11. It should be noted that the OAIS Investigation Branch, which is responsible for investigating fraud-
related allegations, will undergo an independent external quality review in 2025. The review will cover some
aspects of the audit objective outlined in paragraph 9 (d) above.

Methodology and scope

12. The audit considered the findings of the 2016 Joint Inspection Unit report? and adopted a risk-
based methodology to evaluate the governance, risk management, and control aspects of the fraud
management process. A multifaceted approach was used, including analyses of documents and interviews
with staff members spanning various seniority levels and geographical locations, including Headquarters
and the UNFPA field offices, to facilitate information-gathering and analysis of the subject matter.
Additionally, process walkthroughs were conducted to validate the effectiveness of existing fraud risk
management controls.

13. The audit covered the period from 1 January 2022 to 30 June 2023. Audit tests covering other
periods were also conducted, as appropriate.

Overall audit rating

14. OAIS issued an overall audit rating of “Partially Satisfactory with Some Improvement
Needed,” which means the assessed governance arrangements, risk management practices, and controls
were adequately designed and operating effectively but needed some improvement to provide reasonable
assurance that the objectives of the audited areas are being achieved. The issues and improvement
opportunities identified did not significantly affect the achievement of the audited entity/area objectives.
Management action is recommended to ensure that identified risks are adequately mitigated.

4The term “unit heads” refers to division directors, regional and subregional directors, country representatives, country directors and
chiefs of operations (or other officers with delegated authority), as appropriate.
5 Field offices include Country, Regional, Sub-Regional, and Liaison Offices.
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15. The review provided recommendations to address the following issues: (a) lack of clear ownership
of fraud risk at the governance level; (b) lack of integration of fraud risk assessment data and information;
(c) gaps in fraud risk data aggregation and analysis; and (d) protections required for fraud reporting were
not documented or disseminated within the Organization.

16. Ratings by key processes are summarized in the following table.

Audit ratings by key audit area

Governance Some improvement needed
Fraud Risk Assessment Some improvement needed
Risk Management and Monitoring Some improvement needed
Responsive and Corrective Actions Some improvement needed

Good practices identified

17. The following practices were identified:

a)

b)

d)

e)

UNFPA Senior Management demonstrated a strong commitment to integrity and accountability
through its proactive approach to fraud prevention, detection, and response. An active
Oversight Advisory Committee offered continuous advisory oversight on fraud prevention and
detection. The committee’s engagement ensured that fraud risk management remained a
priority at the senior management level during the period under review;

The “UNFPA Policy against Fraudulent and other Proscribed Practices” clearly set a zero-
tolerance stance on fraud, outlining the roles and responsibilities for all staff, suppliers, and
Implementing Partners. This signaled senior management's dedication to ethical conduct and
fostering a culture of transparency and accountability throughout the Organization;

UNFPA adopted a comprehensive risk assessment methodology with the aim of facilitating
effective identification of risks through a structured framework. The methodology, a
collaborative approach, integrated contributions from Enterprise Risk Management focal points
drawn from various business units, ensuring alignment with organizational objectives through
consideration of overall mandatory risks while adapting to local contexts with business unit-
specific risks;

UNFPA has, following completion of the audit fieldwork, developed and implemented key
resources for Enterprise Risk Management, demonstrating a commitment to proactive risk
management practices. The UNFPA Risk Management Guide provides a comprehensive
framework and practical tools for staff and partners to effectively manage risks across all levels
of the Organization. It outlines the principles, processes, and responsibilities involved in risk
identification, assessment, response, monitoring, and reporting. By integrating risk
management into its culture and decision-making, UNFPA aims to enhance its operational
effectiveness and achieve its strategic objectives; and

The UNFPA Risk Catalogue, developed subsequent to the fieldwork phase of the audit, serves
as a valuable reference tool for identifying potential risks across various areas of UNFPA's
operations, such as financial, operational, strategic, compliance, security, and environmental
& social risks. A key feature of the catalogue is its ‘many-to-many’ mapping of risks and controls
that allows users to easily navigate from a specific risk to the controls that mitigate it, and
conversely, to see which risks are addressed by a particular control. This feature enhances the
catalogue's practical utility by supporting a more comprehensive and interconnected approach
to risk management. These resources are readily available to staff and partners, promoting a
shared understanding of risks and supporting a proactive approach to risk management within
UNFPA.
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Key recommendations Total = 5, High priority = 3

18. For high priority recommendations, prompt action is considered imperative to ensure that UNFPA
is not exposed to high risks (i.e., where failure to act could result in critical or major consequences for the
Organization). All high priority recommendations are presented below.

Strategic level

19. UNFPA should clarify the ownership of fraud risk at the corporate level and strengthen the
corporate-level governance and accountability mechanisms for fraud risk management, ensuring clear lines
of responsibility for its oversight, documentation, and monitoring within the established Enterprise Risk
Management framework.

20. Further, enhance the corporate Enterprise Risk Management application to enable consolidation,
regular updating, and analysis of risk data across all business units and to support more effective monitoring
and mitigation at the organizational level. Provide appropriate accompanying guidelines to systematically
identify, assess, and mitigate fraud risks, at all levels, through the corporate Enterprise Risk Management
application.

21. Lastly, provide written guidance on the protections available to UNFPA personnel who report
fraudulent or proscribed practices. The protections should be appropriately disseminated throughout the
Organization and made available to staff who report concerns. One way this could be demonstrated is
through periodically sharing examples of protections that have previously been provided.

Implementation status of previous OAIS recommendations

22. The Fraud Risk Management Process at UNFPA has not previously been audited by OAIS.

Management comments and action plan

23. UNFPA Management accepted five recommendations in this report and plans to implement them
in 2026. Comments and additional information provided by management have been incorporated in the
report, where appropriate.

Acknowledgement

24. The OAIS team thanks the Management and personnel of the Division for Management Services
and various other Headquarter units, and field offices for their cooperation and assistance throughout the
audit.
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AUDIT OF THE FRAUD RISK MANAGEMENT PROCESS AT UNFPA

I. AUDIT BACKGROUND

About the Fraud Risk Management Process at UNFPA

1. UNFPA has zero-tolerance for wrongdoing, including fraudulent and other proscribed practices -
meaning that UNFPA staff members, non-staff personnel, suppliers, Implementing Partners (IPs), and any
other third parties are not to engage in these practices.®

2. The Organization adheres to the fraud definition adopted by the High-Level Committee on
Management (HLCM) at its thirty-third session in March 2017, which states “Any act or omission whereby
an individual or entity knowingly misrepresents or conceals a fact (a) in order to obtain an undue benefit
or advantage or avoid an obligation for himself, herself, itself or a third party, and/or (b) in such a way as
to cause an individual or entity to act, or fail to act, to his, her or its detriment”.

3. The UNFPA policy on fraud” is informed by the Fraud Management Framework developed by the
Joint Inspection Unit (JIU), which comprises eight pillars® that address prevention, detection, and response
to fraudulent and other proscribed practices in the United Nations (UN) system. Fraud risk management is
an integral and key component of the Organization’s Enterprise Risk Management (ERM), which aims to
help identify and evaluate areas of programmatic and operational activities that are most susceptible to
fraudulent and other proscribed practices and prioritize where UNFPA should focus its resources for fraud
prevention and mitigation.®

4. UNFPA Anti-Fraud Strategy integrates various policies, procedures, and mechanisms to enhance
fraud risk management and cultivate a culture of integrity and accountability. The strategy is intended to
ensure that all personnel, IPs, suppliers, and other stakeholders actively mitigate fraud risks while adhering
to the highest ethical standards.

5. The Organization's fraud risk management framework involves multiple business units, each
assigned specific roles and responsibilities across the spectrum of prevention, detection, investigation, and
response. These business units include the following:

a) The Quality Management Unit (QMU) within the Division for Management Services (DMS)
heads the strategic and operational areas of Implementing Partner assurance and risk
management, which have a key role in detecting fraud. QMU is the Secretariat of the
Implementing Partner Review Committee (IPRC), a key mechanism for fraud response in
relation to IPs. The Committee, which is chaired by the Director of DMS, decides on the
remedial actions to be taken on investigation reports and imposes sanctions. Further, QMU
governs the corporate Anti-Fraud Policy and the Anti-Fraud Strategy and has recently launched
a revision of the policy in 2025. It is also responsible for fraud prevention and awareness in
the Organization, having created anti-fraud e-courses and training materials, and conducted
awareness campaigns. Additionally, QMU governs UNFPA’s Internal Control Framework (ICF)
and, at the time of drafting this report, was leading the development of the Organization’s first
Anti-Money Laundering (AML)/Countering the Financing of Terrorism (CFT) policy;

b) Under the overall leadership of the Chief Risk Officer and supervision of the Coordinator,
Enterprise Risk Management & Oversight Compliance, the ERM Secretariat is responsible for

6 UNFPA Oversight Policy.

7 Policy against Fraudulent and other Proscribed Practices, October 2018.

8 Pillar 1 - Anti-Fraud Governance and Leadership, Pillar 2 - Fraud Risk Assessments, Pillar 3 - Anti-Fraud Strategies and Action Plans,
Pillar 4 - Anti-Fraud Controls, Pillar 5 - Fraud Complaint Mechanisms, Pillar 6 - Investigation, Pillar 7 - Disciplinary Measures and
Sanctions, and Pillar 8 - Performance Reporting and Feedback.
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designing, managing, and coordinating the risk management process and ensuring its
effectiveness;®

c) Key departments responsible for second-line anti-fraud controls i.e., the Division for Human
Resources (DHR) in the area of staff fraud and the Supply Chain Management Unit, which is
responsible for the corporate Procurement Procedures and the Policy and Procedures for
Vendor Review and Sanctions, in the area of procurement fraud;

d) The Ethics Office aims to strengthen fraud awareness, promote ethical conduct, and oversee
whistleblower protection mechanisms; and

e) OAIS serves as the principal entity responsible for investigating fraud-related allegations and
conducting internal audits to assess fraud risks and the effectiveness of internal controls.

6. As set out in the 2023 OAIS Annual Work Plan, an audit of the Fraud Risk Management Process at
UNFPA was conducted in conformance with the International Standards for the Professional Practice of
Internal Auditing (promulgated by the IIA),1° which required that internal auditors plan and perform the
audit to obtain reasonable assurance on the adequacy and effectiveness of the governance, risk
management, and internal control processes in place.

7. The overall objective of the audit was to assess the effectiveness of the UNFPA fraud risk
management process, with an emphasis on financial fraud exposure. In particular, the audit focused on a
high-level review of the following areas:

a) Governance - roles, responsibilities, capacity, resources, policies, and procedures in providing
appropriate oversight and setting expectations for fraud risk management;

b) Fraud risk assessment - the existing mechanisms to identify and assess fraud exposure;

¢) Risk management and monitoring - adequacy and effectiveness of preventive and detective
processes, and procedures for managing identified fraud risks; and

d) Responsive and corrective actions - responsiveness and promptness of appropriate corrective
actions taken to address fraud incidences.

8. Additionally, the audit aimed to identify strengths and areas for improvement to further enhance
the Organization’s anti-fraud measures.

9. The engagement was conducted by an external audit services firm under the general supervision
of OAIS.

10. The audit considered the findings of the 2016 JIU report? and adopted a risk-based methodology
to evaluate the governance, risk management, and control aspects of the fraud management process. A
multifaceted approach was used, including extensive analyses of documents and interviews with staff
members spanning various seniority levels and geographical locations, including Headquarters and the
UNFPA field offices, to facilitate information-gathering and analysis of the subject matter. Additionally,
process walkthroughs were conducted to validate the effectiveness of existing fraud risk management
controls.

11. The audit covered the period from 1 January 2022 to 30 June 2023. Audit tests covering other
periods were also conducted, as appropriate. The audit fieldwork took place from 18 January to
29 November 2024.

° Enterprise Risk Management policy, April 2022.
10 OAIS hereby notes that the new Global Internal Audit Standards were in effect at the time of issuing this report. However, the audit
was conducted in conformance with the previous internal audit standards.
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II. AUDIT RESULTS

12. The audit results are presented below, by audit area.
A. Governance SOME IMPROVEMENT NEEDED
13. As a good practice, Management demonstrated a strong commitment to integrity and accountability

through its proactive approach to fraud prevention, detection, and response. The Organization's existing
policy” statement on fraud clearly articulated a zero-tolerance stance, setting an appropriate tone at the
top and signalling Management’s dedication to ethical conduct and a culture of transparency and
accountability throughout UNFPA. Additionally, an active Oversight Advisory Committee offered continuous
advisory oversight on fraud prevention and detection. The committee’s engagement ensured that fraud risk
management remained a priority at the senior management level during the period under review.

14. Additionally, UNFPA has, following completion of the audit fieldwork phase, developed and
implemented key resources for Enterprise Risk Management, demonstrating a commitment to proactive
risk management practices. The UNFPA Risk Management Guide provides a comprehensive framework and
practical tools for staff and partners to effectively manage risks across all levels of the Organization. It
outlines the principles, processes, and responsibilities involved in risk identification, assessment, response,
monitoring, and reporting. By integrating risk management into its culture and decision-making, UNFPA
aims to enhance its operational effectiveness and achieve its strategic objectives.

Issue 1 Lack of clear ownership of fraud risk at the governance level

15. For a fraud risk management framework to be successful, it needs a strong tone at the top, senior
level buy-in, clearly defined responsibilities, and risk ownership. The JIU report® found that most UN
organizations (without naming them specifically) failed to meet these key tenets of fraud risk management
under Pillar 1 (Anti-Fraud Governance and Leadership).!!

16. A review of documents, including relevant policies and procedures, and interviews conducted with
Senior Management to understand the ownership structure of fraud risk within the Organization found that
UNFPA met most of the key tenets noted in paragraph 15 above. However, the approach adopted for
owning fraud risk could be strengthened by appointing a corporate-wide fraud risk owner and/or focal point
within the Organization’s established ERM framework.

17. Discussions with Senior Management indicated inconsistencies in understanding who owned the
fraud risk management framework in practice, indicating a lack of clarity and uncertainty regarding the
boundaries of responsibilities within and between divisions, which impacted cohesiveness in fraud
management, particularly at the Headquarters level.

18. The UNFPA Policy against Fraudulent and other Proscribed Practices sets out roles and
responsibilities as they relate to fraud risk management, outlining a decentralized model of fraud risk
ownership that involves staff and personnel, management, suppliers, and IPs in various roles and
capacities. The decentralized framework aligns with UNFPA's structure where first-line controls, including
all risk management functions, are distributed across Headquarters, Regional Offices and Country Offices
to ensure effective programme delivery and risk ownership at the operational level. However, the
effectiveness of a decentralized approach hinges on clear communication and guidance from the top.
Otherwise, a decentralized model can cause a lack of cohesion and, in some cases, disengagement e.g., if
a Regional or Country Office does not receive clear communication on the rationale behind why certain
fraud-related data (e.g., those that were required in the legacy ‘MyRisks’ ERM tool and in the current interim

! pillar 1- Anti-Fraud Governance and Leadership (i.e., fraud policy, roles, and responsibilities, anti-fraud culture and fraud awareness)
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solution as the organization awaits the development of the integrated ‘MyRisks’ within QuantumPlus!?) are
requested and their impact on the wider organization, they may be inclined to disengage due to not knowing
the reasons why the information was necessary.

19. While there is immense benefit in directly involving all levels of management in owning fraud risk,
especially for an organization with global operations such as UNFPA, consideration should be given to
appointing a fraud risk owner at senior management level to augment the good practice noted in paragraph
13 above. The lack of an owner of fraud risk - single entity or individual person - at senior management
level to act as a functional lead, increases the risk that the framework lacks clear leadership and may
negatively impact the corporate anti-fraud culture. The benefit of having a functional lead at senior
management level is that they will have a holistic view of fraud risk across the Organization, be able to
optimize use of limited resources in undertaking proactive anti-fraud activities in areas considered to be
high risk and follow up on actions arising from fraud risk assessments from the annual ERM assessment
cycles. This will consequently enhance the quality of assurance provided to the Executive Director.

Guidelines: Inadequate corporate policies and procedures (existing policies and

ROOT CAUSE procedures on fraud risk management fall short of clearly defining ownership and
responsibility in Senior Management for management of fraud risk across the
organization).

There is a missed opportunity for UNFPA to obtain adequate assurance about its
ImpACT exposure to fraud risk and ensure that it remains appropriately managed in line with
the corporate risk appetite.

CATEGORY Strategic.

Recommendation 1 Priority: High

Clarify the corporate-wide ownership of fraud risk, designate a focal point, and strengthen the corporate-
level governance and accountability mechanisms for fraud risk management, ensuring clear lines of
responsibility for its oversight, documentation, and monitoring within the established Enterprise Risk
Management framework.

Manager Responsible for Implementation: Director, DMS, with support from the Chief Risk Officer.

Status: Agree.

Management action plan:

Management agrees with the recommendation. Under the leadership of the Director DMS and in
coordination with the Chief Risk Officer, UNFPA will take the following steps:

a) Clearly articulate the ownership of and responsibilities and strengthen clear lines of
responsibility for fraud risk oversight and monitoring in the revised Fraud Policy;

b) Nominate a “control owner” for each control in the risk and control matrix of the Fraud Policy;

c) Consider ways to strengthen cohesion across the three main sources of fraud - personnel,
suppliers, IPs - and better integrates ERM and ICF with respect to fraud risk management;
and

d) The Comptroller and Director of DMS, as the main fiduciary custodian of the Organization, is
the fraud risk focal point and responsible for setting standards and providing guidance on
fraud risk management. DMS has the overall lead over fraud risk management in that it is
responsible for: (i) the Anti-Fraud Policy and Strategy; (ii) fraud prevention activities such as

12 QuantumPlus is the Integrated Results and Resources Management platform, linked to Quantum (the UNFPA ERP system) for
bidirectional real-time data exchange.
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awareness campaigns, anti-fraud training material, scenarios and training events, as well as
two e-courses; (iii) the ICF and Segregation of Duties policies and related controls for fraud
prevention and detection, system user roles, and access; and (iv) the AML/CFT policy, which
is under development.

Estimated completion date: January 2026.

Issue 2 Lack of staff awareness of the fraud risk management roles and responsibilities

20. Pillar 1 (Anti-Fraud Governance and Leadership)®® of the JIU Fraud Management Framework
assesses an organization's commitment to fraud prevention through governance structures, leadership
engagement, and accountability mechanisms. Key components of the pillar include a comprehensive fraud
policy, clearly defined roles and responsibilities for senior management, strong leadership commitment
demonstrated through active participation in anti-fraud initiatives, and mandatory anti-fraud training for all
staff, with a focus on high-risk functions.

21. The audit identified gaps in staff awareness regarding their specific roles and responsibilities in the
fraud management process. Several field office staff members interviewed during the audit relayed a lack
of awareness of their roles and responsibilities in the corporate fraud management process. They indicated
a lack of clarity about the relevance and purpose of the fraud management process and ownership of the
fraud risk management framework. Many stated that, in practice, fraud risk assessments conducted at the
field office level were often driven by policy compliance, with no clear visibility of how they aligned with
the overarching corporate anti-fraud strategy.

22. OAIS notes that the fieldwork phase of the audit, during which the interviews were conducted, was
undertaken before the (then) relatively new corporate ERM policy was fully operationalized. The policy
clarified roles and responsibilities within the Organization’s ERM processes, among other matters raised by
the interviewees. Following the audit fieldwork, the Organization held ERM workshops across all six regions,
including one for Headquarter-based ERM focal points. The workshops were designed to enhance corporate
risk management capabilities and ensure that all field offices, divisions, and branches were aligned with
operationalization of ERM policy, including its fraud elements.

Resources: Insufficient resources (skills and training) to carry out an activity or
RooT cAusE function (training, part of the full operationalization of the ERM policy, was yet to be
conducted across the Organization at the time of the audit fieldwork).

A lack of awareness of fraud management roles and responsibilities weakens
implementation of the fraud risk management framework, increasing the Organization’s

IMPACT
exposure to fraud and hindering the overall effectiveness of the fraud management
process.

CATEGORY Strategic.

OAIS comment:

Management has taken steps to address the audit observation, including the extensive training that was
undertaken across the Organization at various geographical locations, annual fraud awareness campaigns,
and two e-learning courses on fraud (i.e., one for personnel and the other for IPs), updating the initial
training materials and scenarios in line with the ongoing revision of the Fraud Policy. Further, the
Enterprise Risk Management Policy, which, together with the Policy against Fraudulent and other

13 1bid.
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Proscribed Practices, clarifies several aspects of the corporate fraud risk management process, including
roles and responsibilities, was fully operationalized at the time of drafting this report.

Additionally, as noted in the good practice above (paragraph 14), to enhance staff awareness, UNFPA has
developed an ERM Guidebook to provide guidance, structured workflows, screenshots, and videos to
support staff in understanding their ERM roles and responsibilities. In addition, UNFPA conducted seven
training sessions for ERM focal points (primary and secondary) and members of the Headquarters and
Regional Risk Committees. These efforts exemplify the investments made so far in building ERM capacity
and awareness across the Organization.

Therefore, no recommendation is issued. However, training is an area that will need periodic revisiting to
keep up with the ever-evolving area of fraud management. OAIS will, through its field office and process
audits, continue to review the effectiveness of the measures taken by Management in this critical area.

B. Fraud Risk Assessment SOME IMPROVEMENT NEEDED

23. UNFPA adopted a comprehensive risk assessment methodology to facilitate effective identification
of risks through a structured framework. The methodology, a collaborative approach, integrated
contributions from ERM focal points drawn from various business units, ensuring alignment with
organizational objectives through consideration of overall mandatory risks while adapting to local contexts
with business unit-specific risks.

Issue 3 Lack of integration of fraud risk assessment data and information

24, Fraud is an inherent risk that is continually evolving, requiring a structured approach to monitoring
the organization’s exposure to it. Pillar 2 (Fraud Risk Assessment)!* of the JIU Fraud Management
Framework requires organizations to systematically identify, assess, and mitigate fraud risks at all levels,
integrating them into the ERM system. Assessments should cover inherent fraud risks, evaluate control
effectiveness, prioritize residual risks, and be conducted at least biennially at the corporate level, with more
frequent reviews.

25. According to policy,® UNFPA risk registers, risk assessment results, risk response plans and actions,
and the status of their implementation, with risks aggregated and prioritized, must be documented,
maintained, and reported using the UNFPA corporate information technology ERM application and other
tools established by the ERM Secretariat.

26. Further, policy® requires that the ERM process starts at the business unit level based on the ERM
calendar (defined and communicated by the ERM Secretariat) with the list of business units mandated to
undertake ERM assessments. Subject to meeting certain criteria and ongoing monitoring of a set of critical
indicators, the ERM Secretariat may also request/trigger an ad-hoc ERM assessment of any business unit.
Alternatively, any business unit may also request initiation of a new risk assessment, if required.

27. Cognizant of the importance of conducting fraud risk assessments regardless of policy
requirements, several UNFPA field offices not mandated to undertake ERM assessments in accordance with
the above policy provision conducted fraud risk assessments independent of the overarching ERM process,
which were documented outside of the corporate ERM system - typically in locally developed spreadsheet-
based applications. Staff interviewed indicated a lack of clarity regarding fraud risk documentation
requirements where business units were not mandated to conduct ERM assessments, with many citing the

4 Pillar 2- Fraud Risk Assessments (fraud-specific risk assessment, risks posed by third parties, fraud risk tolerance level and fraud
risk sharing)
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above policy requirement to request initiation of a new risk assessment, only if required, as a possible root
cause.

28. Further, there was no indication that fraud risk assessments were systematically integrated into
the ERM framework, as the necessary fraud risk data were not centrally collated in the corporate ERM
system. Audit inquiries also revealed a lack of clarity on the part of field office staff regarding the intended
use of fraud risk data and information for strategic decision-making at the senior management level. The
lack of integration means that important fraud risks identified at the field office level, particularly those not
mandated to undertake ERM assessments, may be missed in the overall organizational risk profile,
potentially leading to ineffective risk mitigation strategies.

Guidelines: Inadequate corporate policies and procedures (the existing ERM policy lacks
Roor cAuse clarity on the need to document fraud risk assessments in the corporate tool,
particularly where business units are not mandated to undertake an ERM assessment).

There is a missed opportunity to consolidate and monitor fraud risks across the

ImpACT Organization, which may diminish the effectiveness of the overall corporate risk
management strategy.

CATEGORY Strategic.

Recommendation 2 Priority: High

Enhance the corporate Enterprise Risk Management (ERM) application to enable consolidation, regular
updating, and analysis of risk data across all business units and to support more effective monitoring and
mitigation at the organizational level. Provide appropriate accompanying guidelines to systematically
identify, assess, and mitigate fraud risks, at all levels, through the corporate ERM application.

Manager Responsible for Implementation: Chief Risk Officer, with support from the Directors, DMS and
Information Technology Solutions Office (ITSO).

Status: Agree.

Management action plan:

Management agrees with the recommendation. Under the leadership of the Chief Risk Officer, and in
coordination with DMS and ITSO, UNFPA will take the following steps:

a) Issue formal guidance to ensure that any risk assessments conducted outside the
mandatory ERM cycle are documented and submitted through a manual process (e.g. Google
Sheets), unless or until an automated solution is developed;

b) Design an interim solution (if needed) to consolidate all risk data (including fraud) from
all Business Units into a single environment for analysis and oversight; and

c) Ensure reporting and aggregation processes include all categories of risk, including
fiduciary risks, to provide a full picture for management and oversight.

These steps will be part of the operationalization of the aggregation and reporting phase under the ERM
Policy.

Estimated completion date: August 2026.
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C. Risk Management and Monitoring SOME IMPROVEMENT NEEDED

29. As a good practice, the UNFPA Risk Catalogue, developed subsequent to the fieldwork phase of
the audit, serves as a valuable reference tool for identifying potential risks across various areas of UNFPA's
operations, such as financial, operational, strategic, compliance, security, and environmental & social risks.
A key feature of the catalogue is its ‘many-to-many’ mapping of risks and controls that allows users to
easily navigate from a specific risk to the controls that mitigate it, and conversely, to see which risks are
addressed by a particular control. This feature enhances the catalogue's practical utility by supporting a
more comprehensive and interconnected approach to risk management. These resources are readily
available to staff and partners, promoting a shared understanding of risks and supporting a proactive
approach to risk management within UNFPA.

Issue 4 Gaps in fraud risk data aggregation and analysis

30. Pillar 8% of the JIU Fraud Management Framework requires systematic fraud data collection and
comprehensive reporting for effective fraud risk assessment. It highlights the need for management to
analyze risk data to improve anti-fraud strategies and requires senior management to actively use these
data from service users to guide strategic decisions.

31. Further, according to policy,” the ERM Secretariat should monitor and review the design and
operating effectiveness of the end-to-end ERM process for continuous improvement and optimization by
identifying and leveraging lessons learned and opportunities for improvement.

32. The following gaps were identified in the management of fraud risk data, affecting their review,
collection, analysis, and reporting.

Fragmented fraud risk data across various assurance processes

33. Whereas the corporate ERM framework supported the collection of risk information, it lacked a
centralized system to aggregate and analyze risk and fraud data for strategic oversight and decision-
making. The gap was especially evident in fraud risk management. Various assurance activities - such as
HACT 6 audits (i.e., Implementing Partner audits), ERM risk assessments, internal control self-assessments,
and OAIS investigations - generated significant fraud-related insights. However, the information remained
fragmented. While these activities highlighted specific fraud risks, such as office-specific fraud areas, the
absence of a coordinated approach to consolidating ERM data may have impacted strategic oversight and
effective risk mitigation. Fraud risk assessment reporting remained siloed, thereby preventing the
establishment of a comprehensive fraud risk intelligence repository and hindering the identification and
leveraging of lessons learned and opportunities for improvement, as foreseen in policy.

Outdated office level risk data due to system constraints

34. ERM assessments, including the fraud risk assessment component, for field offices mandated to
undertake them, were conducted online through the “MyRisks” functionality of the Strategic Information
System (SIS). A key limitation of SIS was that it prevented the field offices from updating their fraud risk
data after initial submission. While many of these offices performed internal risk reassessments throughout
the year, updates were not reflected in SIS due to the limitation - resulting in outdated fraud risk
information in the system.

15 performance reporting and feedback (performance reporting on anti-fraud programmes, lessons learned and feedback, audit and
investigation functions interface, anti-fraud cooperation and coordination among entities.
6 Harmonized Approach to Cash Transfers.
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35. Further, in the context of operationalization of the ERM policy, staff interviewed indicated that the
“MyRisks" functionality had limitations as members of Regional Risk Committees (RRC)” who reviewed risk
assessments did not have the ability to send back the assessments to the field offices in editable form so
that adjustments and updates could be made. As a result, the timeliness of reflecting RRC feedback was
negatively impacted as it had to be incorporated at a later stage through the intervention of the ERM
Secretariat. As such, the interviewees felt that the SIS system was limiting and not versatile enough for
real time risk management.

36. Outdated information on risk exposures can lead to decisions based on incomplete or obsolete
data, reducing the effectiveness of fraud risk mitigation efforts.

Underutilization of fraud risk data for strategic risk analysis

37. It was unclear how Management analyzed fraud risk data to improve anti-fraud strategies or
actively used the data to guide strategic decisions.

38. For instance, use of the Implementing Partner Assurance System (IPAS)!® was limited to
compliance monitoring, with little or no evidence of strategic value harnessed. The data captured in IPAS
had the potential to support trend analyses that would identify recurring risk patterns across different
countries, regions, or program areas. Using such data and those from other sources (see paragraph
33 above) more comprehensively could help UNFPA gain deeper insights into systemic fraud risks and
enable more targeted and proactive fraud mitigation strategies.

39. Additionally, DMS has, for years, prepared analytical reports on HACT results and, more recently,
provided a range of analytical data to the UNFPA Executive Committee on an annual basis. It has also
recently launched a new IP risk profile in QuantumPlus and, at the time of drafting this report, was working
on fraud-related case management and IP debarment lists. These efforts need to be harnessed to optimize
the wealth of data collected and used for fraud management and decision-making.

Resources: Lack of or insufficient technical resources (absence of a centralized data
Root cause analytics platform and supporting technology to analyze and disseminate fraud risk
information and trends in a timely manner).

Inability to consolidate, analyze and respond to emerging fraud risks, trends, and
Impact patterns in a timely manner may result in ineffective organizational decision-making,
increased fraud risk exposure, and inefficient use of assurance resources.

Category Operational.

Recommendation 3 Priority: Medium

Establish an integrated fraud risk platform or leverage the ongoing development of the integrated
‘MyRisks’ application within QuantumPlus to aggregate, analyze, and integrate Enterprise Risk
Management-derived fraud and other risk data from various assurance activities for strategic oversight,
risk mitigation, and decision-making. For enhanced strategic value, the platform or ERM application
enhancement could initiate the integration of Enterprise Risk Management and assurance data, providing
technical enhancement for a holistic view of risks, real-time updates, and proactive risk management.

7 As a second-line function within the UNFPA ERM framework, Regional Risk Committees are responsible for validating risk
assessments and response plans for any risks that exceed the organization’s established risk appetite levels.

18 Corporate system in use at the time of the audit fieldwork to track key assurance activities such as HACT spot checks, Implementing
Partner audits, and to monitor implementation of the resultant recommendations.
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Manager Responsible for Implementation: Chief Risk Officer, with support from the Directors, DMS and
ITSO.

Status: Agree.

Management action plan:

Management agrees with the recommendation. Under the leadership of the Chief Risk Officer, UNFPA will
implement the following actions:

a) Enhance the aggregation and reporting features of the corporate ERM application
(*‘MyRisks”) to ensure that fraud-related risks—particularly those categorized under fiduciary
risk—can be separately flagged and analyzed at the corporate level; and

b) Explore the feasibility of linking ERM data with other assurance platforms (such as
the Implementing Partner Risk Management and Assurance Module and other similar
systems), with the aim of capturing and importing fraud risk and related data—particularly
those falling under fiduciary risk categories—into the ERM application, where technically
feasible and policy-aligned.

These actions will form part of the broader operationalization of the ERM Policy’s aggregation and
reporting phase and will be coordinated with DMS and ITSO, as appropriate.

Estimated completion date: November 2026.

Recommendation 4 Priority: Medium

As part of the reporting phase of the Enterprise Risk Management process and to widely disseminate
lessons learned and opportunities for improvement within the Organization, develop a report which
includes a standalone section on fraud risk through which results from business units can be socialized to
provide a holistic view of fraud risk across UNFPA. The report should highlight areas assessed as falling
outside of the agreed risk appetite and the associated actions to remediate identified issues, thereby
ensuring a holistic view, enhanced internal management, and organizational learning.

Manager Responsible for Implementation: Chief Risk Officer, with support from the Director, DMS.

Status: Agree.

Management action plan:

Management agrees with the recommendation. Under the leadership of the Chief Risk Officer, UNFPA will:

a) Include a dedicated section on fraud risk in the next annual ERM corporate risk report
to the Executive Board—starting with the reporting cycle covering 2026 (to be
published in January 2027)—in consultation with the United Nations Development
Programme and the United Nations Office for Project Services;

b) Ensure that the section highlights fraud risks identified by business units—particularly those
that fall outside the agreed risk appetite—and summarizes the related mitigation actions; and

c) Include, where relevant, lessons learned and emerging patterns, with the aim of
strengthening internal awareness and enabling cross-unit learning.

These efforts will be implemented as part of the aggregation and reporting phase of the ERM policy, and
will be developed in coordination with DMS, particularly in relation to the content of the fraud risk section.

Estimated completion date: November 2026.
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D. Responsive and Corrective Actions SOME IMPROVEMENT NEEDED

40. Work performed in this area centered on the responsiveness and timeliness of investigative
activities, corrective actions, and reporting undertaken by the Organization in relation to fraudulent
activities. Some of the findings identified, and recommendations issued, were taken into advisement by
OAIS and other relevant stakeholders, as they were the subject of ongoing implementation of
recommendations issued by the United Nations Board of Auditors in its Management Letter on the Audit of
UNFPA for the year ending 31 December 2022.

41. Further, the OAIS Investigation Branch, which is responsible for investigating fraud-related
allegations, will undergo an external quality review in 2025. The review will cover some aspects of the
Organization’ s responsiveness and corrective actions.

Issue 5 Protections required for fraud reporting not documented or disseminated within the
Organization

42. Raising fraud awareness within an organization is one of the most effective controls in reducing
fraud. Protection of staff can build “long term confidence” amongst staff to report fraud, as described in
Pillar 5 (Fraud Complaint Mechanisms) of the JIU framework.

43, The UNFPA Policy Against Fraudulent and other Proscribed Practices details the reporting
requirements for complainants of fraudulent or proscribed practices and defines the reporting mechanisms
in place, including all the available options to report (i.e., email, phone, mail, and hotline) that feed into
OAIS.

44, The policy provides that staff who report fraudulent practices “have the right to be protected from
retaliation.” However, it does not detail the protections to be provided and, instead, makes reference to
the Protection Against Retaliation Policy, which details examples of the appropriate measures that may be
put in place to safeguard complainants.

45, It was noted that the protections specified within the Protection Against Retaliation Policy related
only to retaliation and did not provide any other assurance of protection outside of that context (e.g.,
physical security threats, legal support, relocation assistance, change of reporting lines, financial protection
which may be necessary where fraud is reported). The audit did not identify any guidance on whether
protections were appropriately considered in relation to the social, cultural, economic, geographical, and
political profiles in which UNFPA personnel operate.

46. Through discussions with a sample of Country Offices, a lack of understanding as to the wider
impact on UNFPA of not reporting concerns about fraudulent practices was noted. Providing reassurance
and context to the importance of reporting could help enhance the trust and promote a culture of reporting
within the Organization.

47. Staff members’ confidence and trust in the reporting process typically comes from knowledge of
both how to report and how they will be protected if they do so. This is in addition to having trust that the
relevant business units within UNFPA, such as the Ethics Office and OAIS, understand the operational
context (e.g. cultural and political) in which they (i.e., staff) operate and understand the hurdles faced by
staff reporting fraud risks. Mutual understanding breaks down barriers to reporting and ensures open and
honest communication throughout the Organization.

Guidelines: Inadequate corporate policies and procedures (existing policies and

Root cause procedures do not outline the protections available to personnel who report fraudulent
activities and other proscribed practices, beyond retaliation).
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There could be reduced trust and confidence in the reporting process, that could

Impact discourage UNFPA personnel from reporting fraudulent activities and other proscribed
practices — exposing the Organization to greater fraud risk and increased financial
losses.

Category Strategic.

Recommendation 5 Priority: High

Provide written guidance on the protections available to UNFPA personnel who report fraudulent or
proscribed practices. The protections should be appropriately disseminated throughout the Organization
and made available to staff who report concerns. One way this could be demonstrated is through
periodically sharing examples of protections that have previously been provided.

Manager Responsible for Implementation: Director, DHR, with support from the Ethics Advisor.

Status: Agree.

Management action plan:

We confirm our agreement with the recommendation to provide written guidance on the protections
available to UNFPA personnel who report fraudulent or proscribed practices, and to ensure this guidance
is appropriately disseminated across the organization.

With respect to the management action plan:

a) The Protection Against Retaliation (PAR) policy is under the responsibility of the Ethics
Office, and DHR will continue to support and collaborate as needed to reinforce messaging
and raise awareness around the safeguards available to personnel;

b) The anti-fraud policy is managed by DMS, and we will liaise with them to explore alignment
or cross-referencing with the above-mentioned guidance; and

c) The Executive Director’'s memos on wrongdoing and misconduct are prepared by our
Legal Unit colleagues, and DHR would be pleased to coordinate with them to include
anonymized examples of successful fraud reporting and protective measures, where
appropriate.
In light of existing priorities and resource constraints, we propose an implementation timeline of Q2
2026, to allow adequate time for consultation, potential policy updates, and inter-office coordination.

Estimated completion date: June 2026.
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ANNEX I - DEFINITION OF AUDIT TERMS

A. AUDIT RATINGS

Audit rating definitions, adopted for use in reports for audit engagements initiated as of 1 January 2016'°,
are explained below:

. Satisfactory The assessed governance arrangements, risk management practices and
controls were adequately designed and operating effectively to provide
reasonable assurance that the objectives of the audited entity/area should
be achieved.

The issue(s) and improvement opportunities identified, if any, did not affect
the achievement of the audited entity or area’ s objectives.

= Partially The assessed governance arrangements, risk management practices and
Satisfactory controls were adequately designed and operating effectively but needed
with Some some improvement to provide reasonable assurance that the objectives of
improvement the audited entity/area should be achieved.
needed The issue(s) and improvement opportunities identified did not significantly

affect the achievement of the audited entity/area objectives. Management
action is recommended to ensure that identified risks are adequately

mitigated.
= Partially The assessed governance arrangements, risk management practices and
Satisfactory controls were generally established and functioning but need major
with Major improvement to provide reasonable assurance that the objectives of the
improvement audited entity/area should be achieved.
needed The issues identified could significantly affect the achievement of the

objectives of the audited entity/area. Prompt management action is required
to ensure that identified risks are adequately mitigated.

« Unsatisfactory The assessed governance arrangements, risk management practices and
controls were not adequately established or functioning to provide
reasonable assurance that the objectives of the audited entity/area should
be achieved.

The issues identified could seriously compromise the achievement of the
audited entity or area’ s objectives. Urgent management action is required
to ensure that the identified risks are adequately mitigated.

B. CATEGORIES OF ROOT CAUSES AND AUDIT ISSUES

Guidelines: absence of written procedures to guide staff in performing their functions
= Lack of or inadequate corporate policies or procedures
= Lack of or inadequate Regional and/or Country Office policies or procedures
= Inadequate planning
= Inadequate risk management processes
= Inadequate management structure
Guidance: inadequate or lack of supervision by supervisors
= Lack of or inadequate guidance or supervision at the Headquarters and/or Regional and

19 Based on the proposal of the Working Group on harmonization of engagement-level audit ratings approved by the United Nations

Representatives of Internal Audit Services (UN-RIAS) in September 2016

Audit Report No. IA/2025-12, 28 July 2025: UNFPA Fraud Risk Management Process Page 17 of 19



AUDIT OF THE FRAUD RISK MANAGEMENT PROCESS AT UNFPA

Country Office level

= Inadequate oversight by Headquarters
Resources: insufficient resources (funds, skills, staff) to carry out an activity or function:

= Lack of or insufficient resources: financial, human, or technical resources

= Inadequate training
Human error: un-intentional mistakes committed by staff entrusted to perform assigned functions
Intentional: intentional overriding of internal controls.
Other: factors beyond the control of UNFPA.

C. PRIORITIES OF AGREED MANAGEMENT ACTIONS

Agreed management actions are categorized according to their priority, as a further guide to Management
in addressing the related issues in a timely manner. The following priority categories are used:

High Prompt action is considered imperative to ensure that UNFPA is not exposed to high
risks (that is, where failure to take action could result in critical or major consequences
for the organization).

Medium Action is considered necessary to avoid exposure to significant risks (that is, where
failure to take action could result in significant consequences).

Low Action is desirable and should result in enhanced control or better value for money.
Low priority management actions, if any, are discussed by the audit team directly with
the Management of the audited entity during the course of the audit or through a
separate memorandum upon issued upon completion of fieldwork and not included in
the audit report.

D. CATEGORIES OF ACHIEVEMENT OF OBJECTIVES

These categories are based on the COSO framework and derived from the INTOSAI GOV-9100 Guide for
Internal Control Framework in the Public Sector and INTOSAI GOV-9130 ERM in the Public Sector.

= Strategic High level goals, aligned with and supporting the entity’ s mission

= Operational Executing orderly, ethical, economical, efficient and effective operations and
safeguarding resources against loss, misuse and damage

= Reporting Reliability of reporting, including fulfilling accountability obligation

= Compliance Compliance with prescribed UNFPA regulations, rules and procedures, including acting
in accordance with Government Body decisions, as well as agreement specific
provisions
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GLOSSARY

Acronym
AML
CFT
DHR
DMS
ERM
HACT
HLCM
IIA
ICF

P
IPAS
ITSO
JIU
OAIS
QMU
SIS

UN
UNFPA
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Description

Anti-Money Laundering

Countering the Financing of Terrorism
Division for Human Resources

Division for Management Services
Enterprise Risk Management
Harmonized approach to cash transfers
High-Level Committee on Management
Institute of Internal Auditors

Internal Control Framework
Implementing Partner

Implementing Partner Assurance System
Information Technology Solutions Office
Joint Inspection Unit

Office of Audit and Investigation Services
Quality Management Unit

Strategic Information System

United Nations

United Nation Population Fund
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